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GUIDING STEPS FOR CONNECTING TO
EDUROAM




FOR COMPUTERS:

1: In Windows, navigate to the Network and Sharing Center under Control panel
2. Click Set up a new connection or network.

Control Panel Home

Change adapter settings

Change advanced sharing
settings

5 Network and Sharing Center

» :j »> Control Panel > Network and Intemet > Network and Sharing Center

View your basic network information and set up connections

View your active networks
t-google-8021x-use-ttls-pap 2 Access t)'lpe: Internet
ol Wi-
Public network Connections: f Wi-Fi

(t-google-8021x-use-ttls-pap)
Change your networking settings
ﬁ. Setup ane
-

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

g Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.



3. Select Manually connect to a wireless network:

% Set Up a Connection or Network

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet

Ly Set up a new network
.« Setup anew router or access point,

‘ Manually connect to a wireless network
-l Connect to a hidden network or create a new wireless profile,

Connect to a workplace
Set up a dial-up or VPN connection to your workplace,

4. Enter information for the wireless network:

o Specify your Network name. “eduroam” o
Select WPAZ2-Enterprise as the security type:

& & Manually connect to a wireless network

' Enter information for the wireless network you want to add

Network name: | eduroam ‘

Security type: ﬁilWPAz-Enterprise i S ‘

Encryption type: AES

Security Key: Hide characters

m;nooan

Start this connection automatically

—

L [] Connect even if the network is not broadcasting

Warning: If you select this option, your computer’s privacy might be at risk.

Next ‘ Cancel ‘
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5. After the new WiFi configuration is successfully added, click Change connection
Settings to open the connection properties:

¥ Manually connect to a wireless network

Successfully added WiFi_SSID_Name

—> Change connection settings
Open the connection properties so that | can change the settings.

Close
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6. Go the the Security tab under the connection properties page.
a. Choose Microsoft: EAP-TTLS as the authentication method.

b. Click Settings:

WiFi_SSID_Name Wireless Network Properties X

Connection | Security

Security type: WPA2-Enterprise v

Encryption type: AES v

Choose a network authentication method:
| Microsoft: EAP-TTLS v I Settings ;

[“] Remember my credentials for this connection each
time I'm logged on

Advanced settings
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c. Untick Enable identity privacy

d. Select PAP as the non-EAP method for authentication:

TTLS Properties

[[] Enable identity privacy

anonymous

Server certfficate validation

Connect to these servers:

|

Trusted Root Certification Authorities:

[] AddTrust Extemal CA Root

[] Battimore CyberTrust Root

[] Class 3 Public Primary Certification Authority
[] DigiCert Assured ID Root CA

1 Mimirad Rlakal Dasd CA
<

[] Dont prompt user if unable to authonze server

Client authentication

X

(®) Select a non-EAP method for authentication

Unencrypted password (PAP)

Automatically use my Windows account name and
password (and domain, if any)

(O Select an EAP method for authentication

Microsoft: Smart Card or other cedificate

Configure
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7. Choose the TTLS Properties window, then select Advanced Settings:

WiFi_SSID_Name Wireless Network Properties x

Connection Security

Security type: WPA2-Enterprise ~

Encryption type: AES ~

Choose a network authentication method:

1 Remember my credentials for this connection each
time I'm logged on
Advanced settings
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Advanced settings X

802.1X settings 802.11 settings

Specify authentication mode:

User authentication he Save credentials

Delete credentials for all users

D Enable single sign on for this network

Perform immediately before user logon
Perform immediately after user logon
Maximum delay (seconds 10 -
Allow additional dialogs to be displayed during single

sign on

This network uses separate virtual LANs for machine
and user authentication

8. Check Specify authentication mode

9. Select User authentication

10. Click Save credentials

11. Enter the user’s credentials

o “Username” is your UniKemail address
o Enter your UniKemail password as the “Password”
Windows Security x

Save credentials

Saving your credentials allows your computer to connect to the network
when you're not locgged on (for example, to download updates).

“Jser name |
2

I Password |

Concel
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Click “Connect” to continue

ﬂ/f eduroam

Connecting

Continue connecting?
If you expect to find eduroam in this location,

go ahead and connect. Otherwise, it may be a
different network with the same name.
Show certificate details

Connect Cancel

After the above step, you should now be connected to eduroam

& eduroam
Connected, secured

Properties

Disconnect

END
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